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Merging MISRA C++ and AUTOSAR C++ 

Consistent	Industry	Standard	

The industry organization MISRA and AUTOSAR are planning to merge their particular standards in 

software development with C++ into one joint piece. That will be a benefit to everyone: developers, 

automotive manufacturers and last but not least tool vendors. Both guidelines have substantial strengths 

that complement each other and in combination will master today’s challenges of software development 

in security critical areas. 

By Paul Anderson, Vice President of Engineering at GrammaTech, Inc. 

 

There are two organizations in the automotive industry that provide guidelines for the development of 

safety critical embedded systems: MISRA (Motor Industry Software Reliability Association) and AUTOSAR 

(Automotive Open System Architecture). Both of them have the similar aim to improve software in vehicles. 

While MISRA focusses primarily on reliability and security, AUTOSAR’s main concern is an open and 

standardized architecture. Both organizations publish guidelines that define standards that software 

developed for automotive systems should comply with. MISRA C++ 2008 and AUTOSAR C++ 14 are essential 

resources for C++ developing. And that matters for most of the developers in the embedded sector: 

According to data provider Statista 82% of all embedded systems manufacturers are using C++ at least 

together with other languages for their projects. The use of C++ in embedded systems development is 

popular and growing. 

Both guidelines are closely related. AUTOSAR C++ is to a large extend based on MISRA C++. Furthermore, 

important aspects of other development standards influenced the guidelines, such as SEI CERT C++, C++ 

Core Guidelines, HCI++, or JSF. However, developers and tool vendors are required to maintain and support 

two sets of guidelines that are very similar in focus and design. From this perspective the latest MISRA 

announcement to integrate AUTOSAR C++ into MISRA C++ to build a joint standard is consequent. MISRA 

intends to create a unified guideline for the development of safety critical applications with C++ - and 

update their own standard that has been refreshed 2008 for the last time to C++ 17 and subsequently to 

C++ 20. 

That’s good news for developers and embedded systems manufacturers. Merging both standards owned by 

different industry groups will make certification of security related and security critical ECUs much easier, 
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because compliance with only one framework has to be proved. Redundant efforts that can’t be avoided 

today will then be obsolete. 

And it’s also very good news to providers of development tools like GrammaTech. Upcoming innovations 

und products will have to be developed and evaluated on the basis of a single, unified standard. Moreover, 

that joint standard promises a new level of consistence, because it incorporates years of practical 

experience with the use of the guidelines in daily development work. 

The influence of AUTOSAR will be especially helpful in the area of static code analysis: AUTOSAR C++ 

specifies quite exactly the rules that should be checked automatically. It classifies rules as “automated”, 

“partially automated” and “non-automated”. AUTOSAR explicitly demands that most of the rules can be 

enforced by static analysis automatically. Any tool for static code analysis claiming to be fully compliant to 

the standard must be able to completely check all rules that can be automatically enforced. In addition, the 

tool must be able to check the partially automated rules to an extent that is possible or reasonable. If the 

latest version of MISRA C++ adopts this approach it will be clear, which set of guidelines tool vendors have 

to adopt for development and testing. Both vendors and customers then can easily understand if a tool ist 

compliant or not. The rules themselves specify unmistakably if automatic checking with static analysis is 

expected or not. Customers can rely on a standard compliant tool to fully check the automated rules at 

least. And tool vendors can differentiate by checking the partially automated rules with their products. 

That means for developers, that they can rely on static code analysis as a keystone of quality assurance and 

automate compliance to the standard. Not only as some audit function at the end of a project, but as an 

ongoing process in all phases of the software development lifecycle. This applies to the work places of the 

developers where they can check their contribution for standard compliance before integrating it into the 

mainline on the build system. And it applies to the build system, where deep analysis of the complete code 

base can be automated before the build process starts. So, the integration of AUTOSAR C++ 14 into MISRA 

C++ 2008 will be an important contribution to get more secure and reliable Code with less efforts and costs. 
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